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CYBER SECURITY IS
EVERYONE'S RESPONSIBILITY

PFRDA’S CYBER SECURITY AND TECHNOLOGY NEWSLETTER

CHAIRMAN'’S DESK

Cyber Security is now part of every individual’s life. Digital
adoption and increased connectedness have made safeguarding
our digital assets and identities a shared responsibility. With the
objective to bring Cyber Security to the main stage and make
organisations and individuals aware, month of October is
globally marked as the National Cyber Security Awareness
Month (NCSAM). This is an initiative towards ensuring better
cyber hygiene and to incorporate stronger security measures.

| am elated that 2™ volume of Pension Cyber Spotlight on the
theme of ‘Cyber Security Awareness’ has been conceptualised in
a lucid way for the benefit of the crores of NPS, APY subscribers.

% - Shri Supratim Bandyopadhyay

WHOLE TIME MEMBER (LAW) 'S MESSAGE

Cyber Security is a collective responsibility of the government,
organisations, employees, consumers and citizens at large to stay
cyber safe. Cyber Security is to be seen as adding value to the
overall organisation and not as a cost. Following the best cyber
security practices and ensuring the data is safe, builds the
trust of the public in the organisations.

Being ready for the new cyber reality requires
multidimensional approach taking organisations and

the public as a single ecosystem. Pension Cyber
Bulletin is one the initiatives of PFRDA towards a
continued effort of building informed

ecosystem of subscribers and intermediaries.

- Shri Pramod Kumar Singh
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Cyber Security Awareness el

Since the year 2004, Cyber Security Awareness Month is being observed around the world.
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Over a period of time, Cyber Security Awareness is becoming more and more relevant with the
evolving reality of cyber security threats. Cyber Security Awareness is now of prime
importance to ensure safer and secured online / digital roadmap of the country. While Cyber
Security to digital world is equivalent to the breathing for the living world, this month is
earmarked specifically to keep reminding us all regardless of us being computer users from
large enterprises or as individual computer users, we all have certain role to play in securing
the digital assets used by us.

This edition of Pension Cyber Spotlight has been crafted carefully to focus on enhancing

the awareness of the readers in understanding, identifying and managing cyber security.

COMMON CYBER THREATS FACED
BY ORGANISATIONS AND PUBLIC
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Malware Engineering G+
Software  maliciously  spread  with Attempts to trick users to give away

intention to gain unauthorised access to sensitive information or transfer money

your digital assets. Most cyber crimes to fraudulent accounts.

succeed using this method.

Digital
Frauds

Ransomware

Committed by cyber criminals with Specialized form of Malware designed to

intention to dupe unaware computer target specific computer systems and
users. This results in financial losses to lock data or hardware making it
sensitive information disclosure causing un-usable to the owner (victim). Ransom

harm. demands are made to release the same.

HOW CAN YOU BETTER PROTECT
YOUR DIGITAL ASSETS?

HH 9
Stay Protect your
UptoDate |V Account
Update applications (apply Enable Multi Factor Authentication

patches) to latest versionand
set security softwares to run
regular scans.
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Construct using unique Never connect to unsecure or open

combination  of  numbers, Wi-Fi for sensitive information
alphabets (upper case & lower sharing and financial transactions.

case) and special characters and

special characters.

PHISHING IN SPOTLIGHT

Phishing is a method deployed to lure users in

giving away sensitive personal information using
deceptive e-mails and websites. This includes
information like PIN, Credit Card Numbers, Account
details and passwords.

HOW TO IDENTIFY THE
TYPE OF PHISHING ATTACK?

Being aware of the threat is the first step towards not being spoofed!

Spear %
Phishing
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Email IE
Phishing %

Mass emails masked as being
from genuine sources, sent to
trick recipients into revealing
personal information such as
passwords, credit card details,
PINs etc. These are general
attempts, sometimes without
knowing the user.
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Attack aimed at the high profile
individual within organisations,

Whaling

stolen information is bound to

These are sofisticated attempts
which target high value victims
or organisations. This method is
highly personalised with the
attackers crafting infromation
specific to the recipient by
referencing a file name or
conference that only few known
to recipient are privy to.
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Vishing

Stands for voice phishing. The
victims receive calls that are
disquised as communications

highly  valuable.  Whaling from a financial institutions. The

references to corporate terms, attack convinces the victims to
legal subpoenas or customer reveal personal confidential

complaints. information.
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SMS Phishing is a cyber attack that uses SMS/text
messages to deceive victims. It usually contains a
website link for providing details. Its more

successful than email phishing as people tend to
respond more to texts than to emails.

DON’'T TAKE THE BAIT!

Do not open suspicious emails claiming to be from

known sources.

Never share personal or financial information over the internet.

() Before entering sensitive details make sure the site's URL begins
with "https" and a closed lock icon next to it.

MY DEVICE,
MY CYBER SECURITY

HOW TO SECURE YOUR PHONE?
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Mobile phones have changed the way of communication. For
over 2.5 decades, mobile phone devices have become more and
more feature rich and due to which gained unprecedented
popularity and acceptance by masses. Mobile devices have
almost replaced all supporting gadgets that we were used to.
Apart from the contact list, other things like watch, camera,
music, video entertainment, games, calculator, email, social
media, banking and finance access systems, money transfer
systems etc. etc. etc. are all packed in the Mobile device which fits in the pocket of the user. All
these facilities, while making it much better to use, providing rich experience, also leads to
consolidating all the sensitive personal data of users (personal photographs and family

messages, social media, bank statements, etc.), facilities such as storing passwords and
credit card details.
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Research indicates that on an average, 80+ Mobile Apps are installed by the users.
However, many Apps are designed to acquire many permissions at the time of
installation. Users are negligent to this fact and allow all the permissions.
Similarly open and free Wi-Fi networks are facilitated by many to attract the
users. These networks are not necessarily set-up with all controls required to
safeguard the users’ data. Hence it is prudent that users understand their
responsibility and follow certain discipline while using mobile devices
and packing it with critical and sensitive information. While celebrating
this month of October 2021 as Cyber Security Awareness Month, few tips
on good practice that users should be aware are given here below:

* Always secure the mobile device with authentication mechanism. It can range from
biometric lock (using fingerprint or face) to Passcode / PIN which user needs to set and
remember.

* Never connect on open / free Wi-Fi while doing financial transactions or sending important
information on email.

* Always have some antivirus installed and keep it active. Cost of personal data is very high as
compared to cost of antivirus software license.

* Never download Mobile Apps from any unknown source. Always download it from Google
Play Store or Apple iStore.

* Always review the permissions acquired by the Mobile App after installation. Disable all the
unnecessary permissions (Why would a Game App need to have permission to access
contacts and camera as well read permission to your files?).

* Never handover the mobile to any stranger to make any calls. Even if you need to help
anyone in distress, dial the number yourself and allow such person only to talk. Make sure
that you are around and carefully watching while he / she is talking.

* Always remember that not all SMS and social media posts are genuine. They may carry links
and tempting offers which leads to user clicking the links resulting in their data theft or locking
out the data followed by demand for ransom.

* Never ignore the Mobile App update notifications. As and when the App has an update,
apart from the new features, they also have patches to plug any remaining / discovered later
loop holes (vulnerabilities) in the mobile App.

* Always be careful while using Bluetooth file transfer with relatives or friends. Make sure that
they too have the antivirus installed.

* Never answer calls from unknown numbers (especially international numbers) when you are
not expecting any call from someone whose mobile number is not stored in your contact.
Further, never press any key combinations, if the callers asks you to do so. Certain
combinations are used to take full control of your mobile.

* Always block the access to the storage area / files on the mobile, while connecting to
charging stations in public areas like cafeteria, multiplexes, malls and airports. Carry your
own charger instead of using such cables embedded in the charging stations.
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