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gfa
qi3dY, H3RT AR tadeE gEe

Ry g ayer Parer ’f@fE=w, 2002 $Fr arT 11 T &Y 39-4R7 (1) & dea RaET s
CART 9§l & HATIT

TarEd femer, T HaTerT (S33R) g’ SN featier 6 feds], 2022 & Joras 3gger
TH.3N.5683 (5) & ATETH H (Hol7el i Holde) & HATEIAA W, shg WHR YT HLdr § o
IR (forfrr 3R 3 Ifead), amer 31 Jarsit &1 afera faaron) fafags, 2016 (2016 & 18)
EEF d1¢ YR ARHIH F & F G&fid) F ded vAvieor & & v RfFaffa g
el Qe fAaRoT e 1 9T 11 T & wEeE & el 2002 $-harsdr A yomelr @i
3YANET e WET A @ AT & S0, 38 &1 ¥ {JS gl & d1g o S-aharsdr @q Joten
IMUR JATATH & TEd MIAIAT 3R G&T & HAlelehl HT IdTeled I &

2. $-HarSH A ARAT TS I a1 (TAdf3s) ganT Tfd v gomelr gl 3 3mar
IRfTH & Tgd YA & ATH & Th RAIfET s garT ags a1 39 et Arfos
T g FT AT HleT & FeTH gl

3. TAGHINTS &1 g FARETA T glam o FIneSwans eanr FuiRa FgaAl & Hegar aes &
YR e & 3ueT e JATONaor forar Se, RAféar soe & qul 3TuR H&ar &1 ol
P f9ar 3R gAoior & & a1, TAUERTE dEe & AR AeX & 3ifad IR 3R @
ITSSTINS SINT 3Tt IV T SFAAFTETRT fIa0T & A A1 H@M RAET s 31
Raiféer soe & a1 g9 gt Bfocd ¥ & gEaaiiRd IgF 3R RIS ganT e fhw
AT fAGIOT & HTUR W Mg T Ygdled HLal|

4. $-aharsdll U T SUANET Hleh FATUNRIUT el o 36T A SIS IR AMA HEAT3T T v gl
http://npci.org.in/e-KYCsetu/ X T&FAH &7 3T bl &, o d{i@ & 3eg A-aIs fhar a=m gl
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5. Sfafeh SIABR & NCATAT & dgd 3o RAEa FeAm3it & v qaferd sfRgaen awy # g,
S s fafeafad g, grerife, 38 THT FIMSSATIHS 1 GATONEor e Aol arell 3R
HT drell FEATAHT r 3R (foxr 3R 31 afcqsy, aner 3R Fansit &1 afera faavon) sfafaas,
2016 (3MUR JRfE) & gafe gauEt & dgd Ifafaa fFr Sar g1 Sharsdr ag yormen
& ded AR shgal NvATAT & wraum & 3gaR RAiféer saeal & &9 # 7 Sl
Uy, T MUR FE&AT 3R SRHATEFH/E T HAGUT, THTONRIOT I ST Folel, TATUNRIOT
ASEH FHoll HT 3L, FeATd e aal & v yaAmwoheor gfafear w1 dur 3R #sror,
T A 3R IreeT-376T a1 ST § - 3R 3ifAfaas & ded 3o fSeEAaRar 3 e arelr
HEABT &% &9 H ASTAR 3eTeh a1 U a1v &t 1 AT de @A giam|

6. TAMRNNS 3R 58 YO &1 3UANT o arell RUIEar FEA3T A gars &9 @ Ji=-a1fEa,
IR HRfATA 3R 386 ded R_ETAT & equre iR a¥or fod Jasit & fav ggradr =
*WWW@WWWAnnexureAﬁWﬁﬂé%l

ASHISH Digitally signed
KUMAR ~ p7fenisH
BHARATI BHARATI

T FAR sRAY
(FETISR)

Hd9A: a / a
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Circular

Circular no.: PFRDA/2023/22/REG-POP/05 Date: July 25, 2023

To
PoPs, CRAs and NPS Trust

Subject: Verification of Identity by Reporting Entity under sub-section (1) of Section 11A of
the Prevention of Money Laundering Act, 2002

Vide Gazette notification S.0. 5683(E) dated 6 December, 2022 , issued by Department of
Revenue (DoR), Ministry of Finance (copy attached), Central Government notifies that regulated
entities onboarded to perform authentication under the Aadhaar (Targeted Delivery of Financial and
Other Subsidies, Benefits and Services) Act, 2016 (18 of 2016)(hereinafter referred to as the
Aadhaar Act) for the purposes of section 11A of the Prevention of Money-laundering Act, 2002 using
the e-KYC setu system be permitted to do so, after being satisfied that the e-KYC setu system
complies with the standards of privacy and security under the Aadhaar Act.

2. The e-KYC setu shall be a system put in place by National Payments Corporation of India
(NPCI) to enable verification of identity of a client or its beneficial owner by a reporting entity through
authentication under the Aadhaar Act without disclosing the Aadhaar number of the individual to the
reporting entity.

3. NPCI is required to ensure that the authentication is carried out using the Aadhaar number
of the client as per the regulations laid down by UIDAI, without disclosing full Aadhaar number to the
reporting entity and after carrying out authentication, NPCI shall share the last four digits of the
Aadhaar number of the client, along with his demographic details made available to it by UIDAI,
digitally signed by it, with the reporting entity and the reporting entity shall carry out identification of
the client based on the details provided by the client and NPCI.

4. A list of entities on boarded for the purpose of carrying out the authentication using the e-
KYC setu can be accessed at http:/npci.org.in/e-KYCsetu/ along with the date from which they have
been on-boarded.

5. Whereas the DoR has issued the ibid notification under PMLA for the Reporting Entities
regulated therein, however, at the same time the Requesting Entities sending authentication
requests to UIDAI are regulated under the relevant provisions of the Aadhaar (Targeted Delivery of
Financial and Other Subsidies, Benefits and Services) Act, 2016 [the Aadhaar Act hereinafter].
Under the eKYC setu system the regulated entities shall function as the Reporting Entities as per
provisions of PMLA. However, since the functions like collection of Aadhaar number and
biometrics/OTP, creation of authentication request, use of authentication license key,
communication and storage of authentication response obtaining consent, providing grievance
handling mechanism, etc. are done independently and separately by regulated entities and NPCI —
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their responsibilities under Aadhaar Act as Requesting Entities shall accordingly be limited to the
extent of functions performed by them.

6. To aid NPCI and the Reporting Entities using this system for smooth on-boarding, compliance
with the Aadhaar Act and Regulations there under and friction free services the roles and
responsibilities of various stakeholders are provided at Annexure A.

ASHISH
Digitally signed

KUMAR  byASHISH

BHARATI KUMAR BHARATI

Ashish Kumar Bharati
(General Manager)

Enclosed: a/a
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Annexure A

A. Reporting Entity:

i.  The Reporting Entity shall ensure that relevant provisions under the Aadhaar Act, 2016 and
Regulations there under and relevant circulars/guidelines issued by UIDAI from time to time
are duly complied at all times for continuation of smooth and friction-free authentication
services.

ii. The Reporting Entity shall submit license fee at prescribed rates to UIDAI subsequent to
which a unique/identifier entity code shall be allotted to Reporting Entity from UIDAI.

iii.  Reporting Entity shall not collect, use or store Aadhaar number or biometric information of
any client or beneficial owner for any purpose.

iv.  Reporting Entity shall obtain the consent of an individual before collecting his identity
information for the purpose of authentication in such manner as specified by the Aadhaar
Act, 2016 and regulations there under.

v.  Reporting Entity shall notify its client or beneficial owner about any Aadhaar authentication,
including success or failure of authentication of each request, performed by them through
SMS, email or any other digital means or paper-based acknowledgement.

vi.  Reporting Entity shall provide a mechanism for the client or its beneficial owner to revoke his
consent given to Reporting Entity and upon such revocation Reporting Entity shall delete the
e-KYC data in a verifiable manner and provide an acknowledgment of the same to the client
or beneficial owner.

vii.  Reporting Entity, after receiving digitally signed response packet including last 4 digits of
Aadhaar number of the client along with his demographic details, shall carry out identification
of the client based on the above details provided by the client and NPCI. Reporting Entity
shall not share e-KYC data, obtained from NPCI under eKYC setu system, with any other
entity or agency for any whatsoever reason.

viii.  Reporting Entity shall retain the logs of authentication transactions (including that of consent
taken) in a verifiable and auditable manner for the period as prescribed under the Aadhaar
(Authentication and Offline Verification) Regulations, 2021. Purging of such logs upon expiry
of the period shall also be in accordance to the Aadhaar Act and/or regulations thereof.

ix. The Reporting Entity shall undertake audit of the operations, systems and procedures
through CERT-In empanelled IS auditors to ensure the compliance with the Aadhaar Act,
rules, regulations, policies, procedures, directions, guidelines, circulars, MoU laid down.
Further UIDAI reserves the right to undertake audit of Reporting Entities, either by itself or
through audit agencies, appointed by it to ensure the compliance with Aadhaar Act, rules,
regulations, policies, procedures, directions, guidelines, circulars, MoU.

x.  Reporting Entities shall ensure its audit and inspection by NPCI or by any CERT-In
empanelled third-party auditor appointed by NPCI or UIDAI, at such frequency or timeline as
may be prescribed by NPCI and/or on the direction of UIDAI.

xi.  The Reporting Entity if found in breach of compliances with Aadhaar Act, 2016, rules,
regulations, policies, procedures, directions, guidelines, circulars, MoU shall be liable for
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offences and penalties as prescribed under the Aadhaar Act, 2016, rules and regulations
framed there under.

Reporting Entity shall immediately stop using the e-KYC Setu Services if its license or
authorization to carry out regulated business has been suspended, cancelled or withdrawn
by the appropriate regulatory authority.

Reporting Entity shall provide an effective grievance handling mechanism to the resident via
multiple channels like website, call center, mobile app, SMS, physical center etc.

B. National Payments Corporation of India (NPCI):

Vi.

Vii.

NPCI shall design, develop and maintain e-KYC setu system in compliance with the standard
of privacy and security laid down by Unique Identification Authority of India (UIDAI). NPCI
shall perform Aadhaar-based eKYC authentication as a service to these Reporting Entities.

NPCI shall get the e-KYC setu system audited from CERT-In empanelled IS Auditor before
implementing it. Thereafter, NPCI shall undertake audit of the system, through a CERT-In
empanelled IS Auditor, on yearly basis and shall submit the report to UIDAI. Further UIDAI
reserves the right to undertake audit of the eKYC setu system, either by itself or through audit
agencies appointed by it, to ensure the compliance with Aadhaar Act, rules, regulations,
policies, procedures, directions, guidelines, circulars, MoU.

NPCI shall ensure that Memorandum of Understanding (MoU) executed with Reporting
Entities must incorporate relevant provisions of Aadhaar Act, 2016 and regulation there
under. NPCI to seek concurrence of UIDAI on draft MoU with respect to provisions pertaining
to Aadhaar.

On receiving an on-boarding request or application from Reporting Entity, NPCI shall send
the request details to UIDAI for issuing a unique/identifier entity code for the respective
Reporting Entity.

NPCI to ensure that Reporting Entity puts up a grievance handling mechanism for the
resident through its MoU/Agreement with the Reporting Entity.

NPCI through adequate provisions of MoU shall ensure audit and inspection of Reporting
Entities at such frequency or timeline as may be prescribed by NPCI and/or on the direction
of UIDAI.

UIDAI has notified the Aadhaar (Pricing of Aadhaar Authentication Services) Regulations,
2021 dated 14.10.2021 whereby UIDAI raise invoices on the basis of criteria laid down in
these aforementioned regulations. In this backdrop, following is mentioned for authentication
transaction billing purposes:

a. UIDAI CIDR provides response to authentication requests within 10 seconds and any
response beyond that is not considered for pricing by UIDAI. Therefore, NPCI may keep
the response timeout accordingly. It is the responsibility of NPCI to ensure proper
connectivity with CIDR. If the response is given by CIDR, it cannot be considered a
timeout transaction if not received at NPCI server.
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UIDAI will raise invoice on NPCI as per the billing cycle for all the chargeable successful
and failed Yes-No & e-KYC transactions as per the criteria mentioned in the Aadhaar
(Pricing of Aadhaar Authentication Services) Regulations, 2021.

It shall be responsibility of NPCI to pay authentication charges within the stipulated time
as and when invoice raised by UIDAI in this regard. Any delayed payment or non-
payment shall attract appropriate action from UIDAI including but not limited to
imposition of interest, suspension of license key and termination of agreement. UIDAI
shall not be concerned with any default in payment by clients of NPCI and no
concessions/relaxations, whatsoever, be requested from UIDAI on this ground.

Any dispute between NPCI and its Reporting Entities regarding authentication
transaction billing shall be exclusive to them and be dealt in accordance with their
mutual agreement. UIDAI shall not have anything to do with that and it shall not be
approached for any mediation or resolution of such disputes, whatsoever.

NPCI shall, at all times, ensure compliance of provisions of Aadhaar Act, its associated
regulations and other circulars/instructions issued by UIDAI from time to time and also
obligations as per the agreement with UIDAI. It shall ensure compliance on the part of
Reporting Entities also through its MoU/Agreement with them.

Any Reporting Entity found to be in violation as per provisions of Para 6 of the DoR
Notification shall be de-boarded by NPCI as per provisions of the said Para of the DoR
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notification.
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PART I1—Section 3—Sub-section (ii)

TR & THTIAT
PUBLISHED BY AUTHORITY

¥, 5451] 7% facett, ", fRaw=< 6, 2022/3/grT 15, 1944
No. 5451] NEW DELHI, TUESDAY, DECEMBER 6, 2022/AGRAHAYANA 15, 1944
IEREEIED]
(Trrem fwm)

T2 foeett, 6 fomwaw, 2022

T3, 5683(37).—Fai T ALFRT F, AT AT Tg=T AT (A0S, AT e
Je, W yiagfa BfRa 9, sl S SR s s s daa @Afe @R
STteraRer, ST dqfaa AfFames 8, 7 W w7, gq-ered Hawr sfaaas, 2002
(2003 T 15) & T 115 T ITLTT (1) T T AHAT HT TANT FId g0, TE THTLTT I AT 92 T
THT AT AT 8, g ATE= FdT & o Tg TATTT T ST o6 THTG (%6 S-FaTe T qq TOTTAT T
afarfaee & srefie AT siic qeeaar & ATt F7 ST 3T 8, $-harsHT Jq TOITelt T AR Fd g0
g-omtere fRameor srferfa=m, 2002 1 gy 1% F Tl & o e (A s s agriatna,
SRS =T FATeAt Fw AfSAT qiET) Ataad, 2016 (2016 F1 18) (Srfr =ad Toh AT U™
AT FgT TAT ) F e srferawmom &1 Aeures #37 g a1 9% W@ U T2l 1 U7 F A 6
o srgarra fofarm <7
2. EFATSHt A uF Ut qorrelt it S Tt et spwrar e (uadiEers) g onp fer T g
S fonfEr s i ==t 1 raTe Hegie garu G srem sfatREe F orehiw srfarmTora F wveaw
ToqTfET TaTs gTeT UTEF AT 3Tk RATIEERTET TaTHT it Ig=Te T FeATa+ 21 T4 |

3. TP AIEATT AT A g gATEra F oF ROt Tare it g Q@ Sedis 9qr0 f&aaT 9
fafere wg=m wteEr g srfewtyT AT % SqEr Ied & S §edi® & TAN wd gu

8102 G1/2022 @)



2 THE GAZETTE OF INDIA : EXTRAORDINARY [PART II—SEC. 3(ii)]

SATETHTO AT STTAT 2 3T STTETHT0TT el o T, TR ATLAT AT (A7 T 6 AT &A1 6
T Sfaw st w1 AT ATy ug=me TTfeReor, SH g ST € ¥ gEareiid 39 3ucTse HIT A7
IEH AT AT qigd RATET TH1S F AT AT FU AR RAET 212 I T TR A=A T
AT TR g1 SUTed 0T T ST o AT T qTgeh ol TgAT HT |

4, A fEferg ag=m TTfeeher UAT g, s aredtas® Tgard | §, FT G, ST a8 T At
w4 % forw 2 awr & dt et swrar R g AR B Tyt 39 g S AR s
I FIET ATAHRIAT TTATSAT T ATATAT FAT g T TT@ AT AT ag=me wriesor = Fead 9%
Tgadt g o Afaies Sum ARt ofw s sroersti, afe #E 21, 7 AT FHd g0 WUITeAT &l AT Feel
& forw srufera g, a1 ag UH 98T & e, ST a8 3% 99, T 0 S\ aTd UF [aer ST #7
e
5. (i) S-HFATSHT A FT TN Fd g0 ATATHTT T o TS 6 70 S 9% TN T2 THSAT 6l goAT
http:/npci.org.in/e-KYCsetu/ 9% LA AT AT A8 gRT 910 W@ AT0It [ees siava a8
g off g, e 37 9 W@ g |
(ii) =9 JATS & forg oY =ahrs &7 a8 9% 3@ F qd, TP AT qErar = 7g giatea war &
THTE S-hATSHT A F ATLAW  AATHTO o % forw aedy srvreqredt i 2y wAT
(iii) g W A R ag |J gt wom & ewe smfem RRams sl w@ar g, )
safera g1, UaT A Fa #39 & forw, e o0 a8 o9 arght it 7g=T U AT 7 F
o srarfa 21
6. Y ZTE o E-arEelt A SoTTelt A U T, S—

(F) Z-FATSHT TG FT T F2h AT TS T STATAT F2A o0 T=geh 721 2

(@) T-FATSHT T HT TART FTeh AT AT@Hl % TATIT & (0 TR ARATT A =H 24T

AT 1 (BT Tg=Ta TTTeraeor gIer STEenfad Tereli & W § A7 JAavr g ;

(M) FHET AR g AT FREar w3 & o agera q@ S Sar g v

() = 9Te & raty F forg Bt argew w1 g a8t w7 g,
L AT qaE A8 gRT &7 #7 a7 ST i UF saedi & % g+1 http:/npci.org.in/
e-KYCsetu/ 9% F9TT & STUAtt, s Ut ara it 2, Se" UH 92 g9 & F0l 9ied g9 & a8 FT
&3 7 g S ot UF s 9T, Afe R A g = TIieEer, W AT R (e AT
Faf=a BAfams =9 Aewd 97 ag=ar g & B s % S-Farcdr aq Iuimet! fit 98T 98 FT aA T
FMRU, qT 9 Tl AT 36 dael § T AT AT F0H &0 qEa &7 S TE AT S
e T Tt aF UgE F o g T w2
7. 9 9¥ T@ MU THREAT qAT a2 T 10 srfRaeat & =41 UHY #ars & a7q fod & Jae g ad
AT R g W fafers ag=e e & oY "t At & sfegi=a S ot |

8. T ATEEAAT TSI | THTL &l A | T g7 |

[®7. 7. f-12011/11/2021-208 HA-ST3TATL]
grertah TR, e (qeame)

MINISTRY OF FINANCE
(Department of Revenue)
NOTIFICATION
New Delhi, the 6th December, 2022

S.0. 5683(E).—In exercise of the powers conferred by sub-section (1) of section 11A of the
Prevention of Money-laundering Act, 2002 (15 of 2003), in consultation with Unique Identification
Authority of India (UIDAI), the Reserve Bank of India, the Securities Exchange Board of India, the
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Insurance Regulatory Authority of India and the Pension Fund Regulatory Authority of India, being the
appropriate regulator, the Central Government, being satisfied that it is necessary to do so, hereby notifies
that entities onboarded to perform authentication under the Aadhaar (Targeted Delivery of Financial and
Other Subsidies, Benefits and Services) Act, 2016 (18 of 2016)(hereinafter referred to as the Aadhaar Act)
for the purposes of section 11A of the Prevention of Money-laundering Act, 2002 using the e-KYC setu
system be permitted to do so, after being satisfied that the e-KYC setu system complies with the standards
of privacy and security under the Aadhaar Act.

2. The e-KYC setu shall be a system put in place by National Payments Corporation of India (NPCI) to
enable verification of identity of a client or its beneficial owner by a reporting entity through authentication
under the Aadhaar Act without disclosing the Aadhaar number of the individual to the reporting entity.

3. NPCI shall ensure that the authentication is carried out using the Aadhaar number of the client as per
the regulations laid down by UIDAI, without disclosing full Aadhaar number to the reporting entity, and
after carrying out authentication, NPCI shall share the last four digits of the Aadhaar number of the client,
alongwith his demographic details made available to it by UIDAI, digitally signed by it, with the reporting
entity and the reporting entity shall carry out identification of the client based on the details provided by the
client and NPCI.

4. UIDAI may carry out such verification, including physical verification, as it may deem fit to ensure
that the system put in place by NPCI is in compliance with the regulations issued by them and the
requirements laid down by them and in case the UIDAI comes to a conclusion that additional measures are
required to bring the system in compliance with regulations and other requirements, if any, it may issue
such directions to be complied with in such time as it may deem fit.

5. (i) Allist of entities on boarded for the purpose of carrying out the authentication using the e-KYC setu
shall be maintained by NPCI at http://npci.org.in/e-KYCsetu/ including the date from which they have been
on-boarded.

(i) Before on-boarding any entity for this purpose, NPCI shall ensure that the entity satisfies all the
requirements for carrying out authentication through the e-KYC setu.

(iii) NPCI shall also ensure that the entity has requisite regulatory clearance, if required, to carry out the
financial business for which it intends to authenticate identity of its clients.

6. Access to the e-KYC setu system to an entity, which,-
(a) s no longer desirous of carrying out authentication of its clients using e-KYC setu;

(b) is found to be in breach of the requirements laid down by NPCI or UIDAI for verification of
its clients using e-KYC setu;

(c) isno longer allowed to carry out the financial business by the appropriate regulator; or
(d) does not carry out verification of any client for a period of six months,

shall be discontinued by NPCI and a separate list of such entities shall be maintained at http://npci.org.in/e-
KYCsetu/ including the date from which the access has been discontinued alongwith the reasons for such
discontinuation and at any stage, if UIDAI, NPCI or appropriate regulator comes to the conclusion that
access to the e-KYC setu system to any entity should be discontinued, it shall inform the same to NPCI
immediately in this regard and NPCI shall deny access to such entity forthwith.

7. The details of entities onboarded and entities discontinued shall be notified by NPCI to UIDAI and
the appropriate regulator within seven days of such action.

8. This notification shall come into force from the date of its publication in the Official Gazette.
[F. No. P-12011/11/2021-ES Cell-DOR]
SHASHANK MISRA, Director (Headquarter)
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